Business Continuity Plan Outline

INTRODUCTION - THE BUSINESS IMPACT ANALYSIS (BIA)

A BIA is used to 1) identify those critical functions that are essential to an organization’s ongoing survival and success and 2) assess the tangible and intangible impacts of a disaster on the ability to maintain these functions. A key component of an effective BIA is the identification of who and what is vital to the organization’s survival from both an internal (i.e. suppliers, customers, information technology systems, etc.) and external (i.e. government, regulators, member organizations etc.) perspective. Once these resources are identified, an organization can better define recovery priorities and timelines and evaluate the potential direct and indirect costs to the organizations under the circumstances of a disaster event. The BIA, therefore, forms the foundation from which management will develop a Business Continuity Plan (BCP)

Business Continuity Plan (BCP)

1) Emergency Management- Emergency management plans should include emergency evacuation

procedures, fire procedures, health and safety procedures and guidelines for addressing hazardous materials, structural, environmental and public heath incidents

2) Financial Operations- Personnel responsible for financial operations should consider back-up lines of authority, signature requirements and decision-making without the Board of Directors approval

3) Facility Operations- An effective business continuity planning process must carefully consider and plan for the potentially complex series of activities needed to recover facility operations during a serious emergency.

4) Human Resources- When an emergency or disaster event occurs, the physical and psychological welfare of employees is paramount. Organization staff who comprise disaster recovery teams may also need to remain on site for long periods and may require temporary support and accommodation. This section provides the human resource considerations following an emergency event

5) Information Technology-To support the recovery of information technology and communication systems from a disaster, the BIA identifies high-risk areas among the existing infrastructure that include single points of failure and recovery time limitations

PLANNING ASSUMPTIONS

Every viable Business Continuity Plan includes assumptions which identify the circumstances addressed by the plan and provide a foundation to support its procedures. In addition, assumptions may identify expected levels of services provided by other entities in order to restore essential functions within an acceptable time frame, determined by the magnitude of the disaster and expected need for an organization’s services during a disaster
• The main location of the organization has been incapacitated or is inaccessible.

• A backup site is available and accessible for processing the organization’s work.

• Critical infrastructure (such as electric, water, heat, ventilation, air conditioning, etc.) may be

compromised even though the backup facility is accessible.

• Staff is available to perform critical functions defined within the plan.

• Staff can be notified and report to the backup site(s) to perform critical processing, recovery and

restoration activities.

• Off-site storage facilities (if applicable) and materials survive the event.

• An adequate supply of critical forms and supplies are stored off-site, either at an alternate facility or offsite

storage, or are readily available from an external source.

• The business continuity and emergency management plans are maintained with regard to training,

testing and updating.

• Subsets of the overall plan can be used to recover from minor interruptions.

• Cell phones, pagers, email, internet access and other auxiliary forms of communication may be

available.

• Surface transportation in the local area may be possible.

• Vendors will perform according to their general commitments to support the organization in a disaster.
